ROMhacking PSP basics

This guide contains explanations to reverse engineering (RE from now on) the “digivice ver.
portable psp” ISO, and use that to create a patch for translating the game.

Warning: Some files and/or methods of this project might be only as a proof of concept, hence
they lead nowhere further on. If you don’t know why something is there, it’s probably that.

Considerations

- This is a PDF version of: https://github.com/Bunkai9448/digipet PSP. To help clarity and
visibility.
- This guide is, also, basically a cleaned-up version of:

https://www.romhacking.net/forum/index.php?topic=35699.msg437896#msg437896. If you
want more details about how or why something was done, go there.

- You must provide your own game files. Do not ask here for them.

Digivice Ver. Portable (Japan) PSP ISO. ID: NPJH-00126

ISO: Digivice Ver Portable JPN PSN PSP-PLAYASiA.iso

CRC32: 9860198

SHAL: €15cd56748525babbb402868eca3df8b44bb6a5c8

SHA256:
ael6195736ebl5bad%02b93£1af31a55401097bc8dff2edf22£304cfdabec69fbe

- Althought everythinbg has been tested without any major problem, it’s provided “as is”, use it
at your own responsability.


https://www.romhacking.net/forum/index.php?topic=35699.msg437896#msg437896
https://github.com/Bunkai9448/digipet_PSP
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Extra Tools required

https://www.ppsspp.org/index.html (PPSSPP emulator & debugger).

https://www.romhacking.net/utilities/1218/ (UMDgen).
https://www.romhacking.net/utilities/818/ (Crystal Tile 2).

CriPackTools & Cripack maker / crifilesystem (some versions don’t work and not all can
be shared).

https://github.com/Kingcom/armips (armips program).

http://aluigi.altervista.org/quickbms.htm (quickBMS program).
GimConv (you have to find this tool on your own).
https://www.romhacking.net/utilities/1225/ (DecEboot to decrypt EBOOT.BIN).

http://aluigi.org/bms/parse_exe.bms (to unpack the decrypted EBOOT.BIN and work
with the text part better).

https://www.romhacking.net/utilities/598/ (xdelta and xdeltaUI to create the patch easily).


https://www.romhacking.net/utilities/598/
http://aluigi.org/bms/parse_exe.bms
https://www.romhacking.net/utilities/1225/
http://aluigi.altervista.org/quickbms.htm
https://github.com/Kingcom/armips
https://www.romhacking.net/utilities/818/
https://www.romhacking.net/utilities/1218/
https://www.ppsspp.org/index.html

First Steps

Open your ISO and extract your files with umdgen.

) UMDGen v4.00
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Now with astrogrep, look for a word used in the game, here 13 U % ™ % it’s used. In this case, it

throws results in the FILEDATA.CPK, which means, tinkering with that file will be the next step.

Mind you, there are a lot of text in the EBOOT file which is encrypted, those words won 't appear
here, that part will be explained later in the guide

#4 AstroGrep (=8 = ]
File Edit Tools Help
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Working with the CPK file

In the previous section you were leaded to the FILEDATA.CPK, now it’s time to get your hands
dirty on it. This guide will use Crystal Tile 2 for the hex part, but you can use any other editor if
you feel more confortable. When you open the FILEDATA.CPK with your text editor, you’ll
notice it has more than just text. That is because the file is a package of files, which you want to
unpack.

Use CriPackedFileMaker to get the files inside your CPK.

" CRI Packed File Maker Ver.1.36.00 E=REE=)
Base Directory = & O
8} Data Size  Original Size % |
& D 3.692.504 3692504 10000
o 1 19.928 18928 100,00
& 2 7.088 7088 100,00 =
& 3 20.120 20120 100,00
& 4 12.736 12736 100,00
e 5 4292 4292 100,00 o
e 6 2.084 2084 100,00
& 7 12.736 12736 100,00
$ 8 2244 2244 100,00
e a 564 564 100,00
$ 10 2 544 2644 100,00
$ 1 9428 59428 100,00
$ 12 13.116 13116 100,00
$ 13 43716 43716 100,00
& 1 3768 3268 10000 ¥
Edit Excluded files ... | | Show CPK file info. o B : e
34 file(s) registered. .:




This time, you can either go one by one checking what’s inside, or use Astrogrep again to find
the text you want to edit. In any case, you’ll end up in file: ID0O0033.

i CrystafTile2 - 100003 T T ™ O ™ T W T
< File Edit Search TBL View Tools Bookmark Window Help
D | BX dGEEAaR2G B # e
Properties [ palette | Favarites [ setl « [ [sddvess 100107102703 104 0506107108109 04 0B!0C 'OD!QF | OF [e3systenkootsisysten3zinl ang. dl1
™ default settings UUUUU]FU|92|86|92|66|82|83|82|E.'5.|82|DC|82|B5|82|BD|81 |42|¢‘§ﬁéh} [0
offset  1F0 00000200 :04:8B 4C 98 'HE 8381836683 42:83 4182 A9:82 . L&A T A Fhis
S — - UUUUU?]U'E_.'"|95'?3'9?'?8'82'88'83'88'81|5B|83|5E|82|FU|8D| EliT—4 %8
LSO UUUUU?QU|ED|8F|SC|82|B5|82|DC|82|B?|82|.&9|81 (48000083 AL E e P
Use TBL system code 00000230:54:81 10B:83:75:82:C9:88:D4:80:73:82 1 Bh 18200 82 —JIEGLET
code rev inactive 00000240 |B7 |81 |42lUU|83|73|83|8C|83|43|8E|9E|8ﬁ.|D4|20|25| o LA BEE &
System LSystern default 00000250|32|84|8E|9E|8A|D4|25|32|84|95|.'5..3.|25|32|84|95|82|2dﬂ#Fq%2d‘5}%2dﬂ‘
St 1byte 00000260:00:00:00:00:00:00:00:00:00:00: 0082 6E82:64:00:. . ......... O K.
— UUUUU??U|83|4C|83|83|83|93|83|5.ﬂ.|83|88|UU|.|CD|82|BB|82|$"E’{ L .EIDI’@
color Chinactive 00000280 | 0F (82 A9 82 \E7 00,82 C2 82 03,82 1 AB 82 49,82 BV _;.{J‘“f:)."_)?iﬁ‘b
DATA-=| 00000290:00:83:66:83:57:82:94:83:40:83:43:83:58:06 .85 72, T 74 AVer
Palette -: 000002.&0|2E|50|8F|?2|?4|81|82'8@'85'00'00'00'00'00'00'00' Partable...._.‘..
UUUUU?BU|[]U|UU|UU|UU|UU|UU|83|5&|81|5B|83|?5|83|88|81|5E3|...._.‘.jz—?'r—
00000200 83:5E:00:83:66:83:57:83 94 :83:40:33 /438308 06! 5 T4 AV
UUUUU?DU|85|?2|2E|5U|8F|?2|74|81|82|BC|85|82|CC|83|5.&|81 PE}_[tﬂbiEG)‘t—
000DN02ED 1HB183 75183 66181158183 (5E82Ch 82 B7 8] |42|UU| jT—? CnE
0O0002F0 0000 00:00:00:00:00:00:00:00:00:00:83 4F:83:8C . ........... ‘7,?
ﬂ 7y 00000300'83|43'83'82'83'93'83'4&'83'89'81I5B'UU'83'48'83'-‘(-'E:/115—.j]}b
LT 100000310 8B 183 9B 183182 18319383 448318981 (5B /008341, WLELAS—F
00000320 3 6 59 81 63 4A 83 50 81 5600 83 69 83 45.83 =X A5 2. 741
Text File

There are several ways to approach this section, this guide uses one which relies on brute force.
If you want to go and find any other guide for dumping and reinserting the text, feel free. In this
project, text uses s-jis but you’d need a table file if you don t see the text properly

Basically you have to understand how the file and header work, using a hex editor. Then, with
that info, you create a code with armips to create a replica of the file. The Armips_files folder in
this repo contains this section’s scripts. If you want to create a 1:1 file to double-check; edit the
script with the original pointers and japanese text.



More unpackaging inside the CPK

It’s time to look for the images and sprites in the game. To do that, you want to search in the
other files of the ISO. In this guide the ID00000 file will be used as example, but the idea is the
same for all of them.

r T .

&% CrystalTile2 - New00000000.pbi =e=n X

File Edit Search TBL View Tools Bookmark Window Help
D e | BX GG @@z 3 % e

Properties [pail + | » s :
¥ default settings s

offset 0 address ,(0.0]:02.0310405.06.07 081090408 0CI00:0F |(F \@%Systenkoot#systen:

S B UUUUUUUUi?UMEiBQiBEimiUUiUUiUUiU]iUUiUUiUUiUUiUUiUUiUUiﬂBin ............
ftors property Fie 100000010 04:00:00:00:1C:02:00 00 ED:20:00:00:08:21:00:00 . ....... -..'J!..
H= Hhlisptom ooy UUUUUUEU'4?'49'4[]'[][]'[][]'0[]'UU'UU'EU'EU'UU'UU'BS'M'UU'UU'EIH ..... B, .
codere inactive || (0000003047 1494000000000 00 E0;20,00/00,95/63 ;00,00 GIM..... - ..
System [@%Syster) (00000040 :47:49:40:00:00 000000 E0:20:00:00:78:84:00:00 GIM. . ... &, 6
ot 1 byte 00000050 |47 '494D'00/00 00 0000 E0'20'00/00'58 45 0000 GIN..... X
. Q0000060147 14314D000000 0000 EQ;20,00,00/38/C6 /00,00 GIM..... L
calor Clinactive | 100000070 47 :149:40:00:00:00:00:00 E0:20:00:00:18:E7:00:00 GIN. . ... e
DATA-> 0000008047 1491401000000 00 00 E0!20/00/00 F&107!01/00 GIN. . ...
Palette - UUUUUUQUi4?i49i4DiUUiUUiUUiUUiUUiEUiEUiUUiUUiD8i28|U1|UUiGIFI| ..... e, L
Q00O00AD 47 49400000 0000 00 EQ:20:00:00:B8 49:07:00 GIM. . ... ‘.'l'_l
UDDUUDBU'4?'49'4[]'0[]'00'00'UD'UD'EU'ZU'UU'UU'QS'B&'W'UD'GIH ..... ST

. UUUUUUCU|4?|49|4D|UU|UU|UU|UU|UU|EU|20|UU|UU|?8|SB|U1|UU|EIH ..... X
g fi "I 00000000 47:43:40:00:00:00:00:00 'EQ:20:00:00:58 AC:07:00 GIM. . ... ..X’r..
UUUUUUEU'4?'49'4[]'[][]'[][]'00'UU'UU'EU'EU'UU'UU'SS'CD'W'UU'EIH ..... i
ﬁ <)’ | |000000F047:49,4D,00,00 00 00,00 /E0,20,00,00,18 EE 01 00 GIN. ... ==l
LT 110000010047 :49:4D:00:00 0000 00 EQ:20:00:00 :F& 0E:02:00 GIM. . ...
00000110147 /49/4D/00'00/00 00 00 E0'20 /000008 2F 0200 GIM..... .'Jé..
0000012014714314000000000 00 EQ;20,00,00/B8 500200 GIM. .... -..‘,‘l' o
00000130:47:49:4D:00:00:00:00 00 :E0:20:00:00:98:71:02:00 GIM..... - B

http://bg.tgb.net.cn [systemn resource utilization:4194303Kb] |

The current approach is the same you used for the text script, you use the hex editor to
understand how the file and header work. Put that knowledge into a code for
packaging/unpackaging.

From the header of this file, you can learn:

The file starts with the 24 bit header

(File format / several bits that for some reason are the same in most or all
games -0x01000 0x01000 0x01000 0x04000- / Number of files in package).
Followed by a table of contents with all the GIM files in it listed, all
elements have the same structure here

( filesize -0xE020- / start address -0xD821- / header of the actual file -
0x47494D- )

After the table of contents comes the packaged files, GIM images in this
cases.



If you want to use the scripts from this guide, go to SCRIPTS bms and use quickBMS with the
scripts in that folder.
In this method the same script works for packaging and unpackaging.

Images and GIM files

After unpackaging the files from the previous section, you’ll have a lot of GIM files. Those are
image files in PSP’s propietary format. It’s time to work with them.

You could have been lucky if Gimconv made the full conversion (from GIM to PNG, and back to
GIM) with default configuration and commands. However for this game that’s not how it went,
that leads you again to open your hex editor and look at the header to see your image properties.
In addition, you want to make a sanity check and get an “output.GIM” equal to “input. GIM”. In
this example: edit Gimconv configuration, and execute the command with the new created
option:
option -digi {

image format = index4

palette format = rgba4444

format style = psp

format endian = little
output image = on
output palette = on
output sequence = on

check limit = off
}

gimconv "input.GIM" -o "output.GIM" -digi

Once you have the loseless GIM to GIM conversion you can start working with a PNG
transformation in the middle. The remaining part of the section is also copied down “as is’ into
Gim2png bat/GIM_RE.bat for easy trial.

Based on the post by akadewboy on Fri Apr 01, 2011 9:11 pm in
https://forum.xentax.com/viewtopic.php?t=6313
With snipped code to add -digi option in GimConv.cfg file, by ethanol.

1. Convert it to PNG using GimConv.
gimconv “GIM_000000bd.GIM” -0 “GIM_000000bd.PNG” -digi


https://forum.xentax.com/viewtopic.php?t=6313

2. Edit GIM_000000bd.PNG with whatever graphic program you want.
Work with PNG in 16/32bit PNG, save it as Indexed and run it through
https://tinypng.com/
For this project, you can use the PSDs files with the default options if you have problems
with colors after insertion.

3. Use GimConv to convert GIM 000000bd.PNG into a GIM. gimconv
“GIM_000000bd.PNG” -0 “Edited GIM_000000bd.GIM” -digi

Remaining text in the Eboot

There is still text missing and, from previous steps, apparently nothing useful for that in
FILEDATA.CPK, BOOT.BIN, or OPNSSMP.BIN. The last chance of something easy is to find it
in the unencrypted version of EBOOT.BIN. Hence you want to decrypt it to see its content,
luckyly DecEboot can deal with that part. Use DecEboot to get the decrypted file, then use a hex
editor to see the inners of that file... Jackpot! You found the remaining text:

.
e CrystalTile2 - EBOOT_DEC.BIN [E=REER
File Edit Search TBL View Tools Bookmark Window Help

DS d| BX GL EWa@R06 |5 % e
Properties | pall 4 | *
¥ default settings <T EBOOT_DEC.EIN E

offset Fo100 | [2deress [00101102103704 (050670710804 0AT0BOC 0D OE [OF (esSystenootssystenaz’
* Editor's property He 000FR1D0 B 4682 |E7 182 |D4,00,00,82 C8,82 A3 82 B7,0000 Z 5 A . HHET. .
e fra— DDOFGIED 83140 83:83 183193 183:54:83:8B:00:00 82 BDI 82 BD. ¥ .. 1=
=€ :‘:"tEf“"': OOOFBIF0 82! 49182 54 100100/00'00'82 48182 A4 /82 A8 82 F1 5. .. B3 ZA
code re inactive UUUFBQUU|UU|UU|UU|UU|4F|4B|UU|UU|82|B3|82|.5..'9'.|82|B?|UU|UU| {]{ éfﬁ'ﬁ‘

System ISystem def| (OO0F6210:82 162182160 182 73:182:62:82:67:81 49 00100 00:00: CATCH '....
Sot  1byte UUUFBEEU'95'EU'82'&D'82'B1'82'[26'82'[35'83'4?'83'8&'88'41'ﬁ(.'_.E’CI'JT
e UDUFBQSU|82|FU|92|54|8D|F5|82|B?|82|E9|82|B1|82|CB|82|M|E§¥$'§'6:th{
colorttinactive | \000FE240:82:05: 82 48182 :DC: 82 :B7:00:00:00 0095 7B C:Ce®y. ..fﬁ:
DATA-> UUUFBQSU'82'88'90'46'82'FU'91'49'82'F1'82'CS'S2'&D'82'BE'U)EE‘E&;’G‘ &
Palette - UUUFBEBU|82|BS|82|:52|UU|UU|UU|UU|8D|C5|8F|89|82|CC|88|?‘U|3L\ B=2I0I
000F6270:81 5818367 83 63 8] :5B:83:66:83 57 83 82 8393 — kF—T VEY
UDUF828U'82'FU'91'49'82'F1'82'[35'82'&D'82'BE'82'BS'82'&2'E‘E@'§QT£$L‘

— , | |DOOFEZ30,00,00, 00,0083 66 83 5783 94 83 4083 4383 58 TUI7AR
00OFE240:62:CC:6E:9E:8A:D4:82:F0:83:54:83:62.83 67 82:Bb MEHZLY R L,

g 000F62B0 182 /C41821AD182 |BE'821B3/82/42/00/00183166 18357 TL SN . TV
UDUFBQCU|83|94|83|4U|83|43|83|58|82|CC|8E|9E|8:9«|D4|82|C5|’5'?*I'Z§DH%FHEI?

000F6200:82:B7:00:00 53 45 82:CC:90:DD:92 B8 82 FO 90:08 9. . SEQR|E
000FB2E0 |62 'ES'91'06 /82 A6 82 'E9'82'B1/82/C6 82 AL/82/ 5 UEZ
UDUF82F0|82|.&B|82|DC|82|B?|UU|UU|83|?U|81 |5B|83|8?|83|89|$$'§' N—
00OFB300:81:5B:83 6683 :57:83:82:83:93:82 (CC.8F F3:91:04 —F SFE > DikEE
http://bg.tgb.net.cn [system resource utilization:3962500Kb] |[10000010][000F61 DO

.54
eM
I

v
ot
AL



https://tinypng.com/

To make the edits easier, you can also unpack the sections in the eboot with the script
parse_exe.bms for quickbms. That was done in this guide, the file with the text is:
“000f5e90_000f5f50 00012768 ™.

> In some rare cases, the EBOOT needs to be re-encrypted for the game to work. Lucky
you, for this game, the EBOOT can be reimported unencrypted.

Now you can go back to Text File and do the same thing for the remaining part of the section.
To avoid dealing with random crashes, this repo didn 't change any EBOOT text pointers. In that
sense, you don t have to worry about the header or any different address block here.

The Font

You eventually have most files analysed, leaving GMO files (PSP 3d model format) and code
aside. The font must be in the remaining ID00029 file. Time to open it with your hex editor and
find out.

PSP usually puts fonts in 4BPP format, you’ll want to try that before scrolling. Once you have
found the characters, if they are uncompressed (like in this digivice game) the only thing to do is
discovering the actual size of the tiles.

This font parameters are:
BGA 4bpp "tiled" with 16x16 tiles

And the font looks like:
o Costaitiez - o) N I W T i
&T File Edit View Tools BookmarkiC) Window Help - &
L T Daxaon@eao@Es|BMe
Properties | Palette | Favnrite: et 4| *
~ default settings

offset 800

height 16
Tile fon GBA 4bpp
image f Tile

90~ rot inactive

[Tile to adjust the ratio of t
expansion ;Shortcuts: +, -(Eeach)1*

,
Ittey//ba.tab.net.cn [system resource utilization:4194303Kb] |Imatric38x60=22800128 /80h) I72:1x1=1 (128 /200 l0aoosaaal
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Now it’s time to edit the file to add the characters you want. Example:

i N
@ CrystalTile2 - [ID00029] =NREN X |

<r File Edit View Tools BookmarkiC) Window Help =&
0E | @ LLA.Jﬂﬁjwlﬂw

Properties | Palette | Favarites | Set ;l- ;l- i
e A< T CCEELLFTEEEE
2D CCELEHICHID(LIL]

¥ Tile prope E
== O INSNE e T
=T 2P LBDBN3DDBEE.
i PPAADOIIAANATEDD:
= i FOSEIIRI LR 55
Corwn (SIS e N S EAVIIVIVINE
E -~ 7 KT S L
20555 ULLDLDEZIYD,
B R AsEefi660a0ul]

http://bg.tgb.net.cn [system resource utilization:4194303Kk]

To end this task, do not forget to modify your table file accordingly.
You won t be able to use the new characters properly otherwise.

8396=x~
839E=N
83A0=fi
83A1=A
83A2=4
83A3=F
83A4=¢
83A5=1
83A6=1]
83A7=0
83A8=0
83A9=0
83AA=(
83AB=0
B83AC=(i
83AD=;
83AE=;
83AF=P

[= PR ¥, R = R R L

L= = LN |

o  F  H  E Rk
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Repackaging the CPK

Remember the second step of this guide? You used CriPackedFileMaker to get the files from

inside your CPK. This is the opposite task, with the same tool.

Before rebuilding/repackaging, you want to get the CPK original info. 7o create one with the

same parameters later.

" CRI Packed File Maker Ver.1.36.00 = B %
Base Directory | | =] J;? o g
10} Data Size  Original Size % =
r

$ 0 3] CPK file information - )

$ 1

@ 2 CPK Filename: FILEDATA.CPK *

@ g File format version: Ver.7, Rev.1 A

@ 4 Data alignment: 2.048 35

Content files: 34

@ 5 Compressed files: 0

$ 6 Content file size: 8.884.543

@ 7 Compressed file size: 8.884 543 (100,00%)

@ 3 Enable Filename info.: False £

Enable ID info.: True (584 bytes)

& g Tool version: CPKMC2.30.07, DLL3.00.07

® 1

¢

$ 2 ..

s ok ]

$ 1u K

$ 5 — —

@ 16 139.840 139.840 100,00

@ 17 37.376 37376 100,00 x

Edit Excluded files ... | [ Show CPK file info. & Build CPK file

Registered CPK File: i 34 file(s) registered. .

12




You can do a repackage without edits as a sanity check. For this game:
Data alignment: 2048 ; File Mode: ID ; any other box unmarked.

™) CRI Packed File Maker Ver.1.36.00 l=|=] = |
Base Directory l | B {:
Mo. Filename Content File Path Data Size  Criginal Size %  Loc ™
@ 0 1D000o0 DO0000 3692504 3692504 10000 CoL
@ ’ 11000001 1000001 19.928 19928 10000 _ C:U
@ | Build cPK file - - L
$ = 1E
hd il : L
el . - ~| ] [
L.
g Settings —
: ; [] Try Compression

° Dta Align U ¥ o ]
,@ 2048 [] Mask directories information L
@ File Mode |ID v] [ Cutput Header B
Ric Definition of ID numbers. L
$ L
& & Start to Build ] | E
$ L
@ ey
'@ 16 1D0O0DD16 000016 139.840 139840 10000 CiL -
14 1 | r

Edit Excluded files ... | Show CPK file info. . [ QBuiIdCPKﬁIe... l

Total File size : 8,88 ME (8.884.543 bytes) 0 file(s) excluded. 34 file(s) registered. .-
Use that file info

« If you did everything right, you’ll have your “complete” prompt.

13



System Messages

F_oRLEELETH?

FORE hiAra

Datos prev.
6/3/2023 8:35
768 KB

Before going into this step, you should know:

scelmposeSetLanguageMode is what opens when you press the PSP button.
sceUtilitySavedatalnitStart is the save/load module.

sceUtilityMsgDialoglInitStart is generic messages that open using the system overlay.

There are two ways of dealing with the system calls (used to print messages with system
code): Using a PSP plugin, or modifying the ELF/BIN file.

In this project will be using the PSP pluging to make our work easier, but the basics of the
other deprecated method is explain below, to those interested in learning about it.

If you want the quick easy method, use only the PSP plugin subsection.
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PSP plugin
More details at: https://github.com/Bunkai9448/digipet PSP/blob/main/SyscallsyREADME.md

Disclaimer

The original and only author of this plugin is kokibits (https://github.com/kokibits/).

«  You can learn more about the plugin in:
https://wololo.net/talk/viewtopic.php?f=28&t=42910&p=389277

https://github.com/kokibits/[.angSwapper

«  For those who haven’t used a plugin for PSP before, here’s how you make it work:
https://gbatemp.net/threads/adrenaline-how-to-used-plugins.449509/#post-6855326
Explanations are for PS Vita's Adrenaline, but for a normal PSP just do the same in your
PSP root folder (ms0.)

« The text will now be copied and pasted here for quick use:

Put the plugin in 'ux0:/pspemu/seplugins/’
Create a 'game.txt' file and write in it 'ms0O:/seplugins/plugin name.prx 1'

And put the game.txt inside the 'ux0:/pspemu/seplugins/' folder.

In our case, the folder would end like this:

ux0:/pspemu/seplugins/
game . txt
LangSwapper.prx

If you need visual aid, check the image below:

17/03/2023 17:39 ]

ux0:pspemu/SEPLUGINS/

=
B game.txt 34B 16/03/2023 23:28
B LangSwapper.prx 350 KB 16/03/2023 23:08

- Don’t forget to write this in your “game.txt”, you can copy paste.
ms0:/seplugins/LangSwapper.prx 1
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With that we have taken care of all the syscalls required for our translation:
scelmposeSetLanguageMode(), sceUtilityDialoglnitStart() and sceUtilitySavedatalnitStart().

The following subsections show how to find them should you want to patch them in the game
binaries instead. If you want to jump to the next step, go to Last Steps.

PPSSPP debugger

Go to Debugger > Disassembly (ctrl+D), see image:

£ PPSSPP v1.14.1 - NPJHO0126 : 75757 1 X Ver.Portable {instance: 2)

Archive Emulacion EDepmaciém

Romper

Romper en carga

Ignorar lecturas/escrituras erroneas

Cargar archivo "Map"...
Guardar archive "Map"...
Cargar archivo ".sym"...
Guardar archive ".sym"...

Reiniciar tabla de simbolos

Capturar pantalla E,:la..hlj]l_

Volcar siguiente cuadro a registro

Muostrar estadisticas de depuracién

Desensamblador...

Depurador GE...

Extraer archivo...

Consola de registros... Ctrl+L

Visor de memoria... Ctrl+M
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In the opened window, go to the left panel and select Func(tions), see image:

Cir: 22772300 Step Into || Step Over || Step Out Mext HLE Thread: -
Go to —
Q0000004 -
00000008 -
) 0000000C -
Q0000010 —
zz_sceDisplaySetMode - 0000001C -
zz_sceDisplayWaitvblankStz 00000020 -
zz_sceDisplayWaitvblankstz 00000024 -
7z_sceGeBreak 00000028 -
zz_sceGeContinue Q000002C -
zz_sceGeDrawsync 00000030 -
zz_sceGeEdramGetAddr 00000034 -
zz_sceGeEdramGetSize 00000038 —
zz_sceGelistEnQueus _
2z_sceGelistEnQueusHead ggggggig _
zz_sceGelistSync
zz:sceGeLisUJ;dabESEIIAdc 00000044 -
zz_sceGesSetCallback 00000048 -
zz_sceGelnsetCalback 0000004C -
00000050 -
77_sceloClose 00000054 -
zz_sceloDdose 00000058 -
zz_sceloDevet 0000005C —
zz_sceloDopen Q0000060 -
zz_sceloDread 00000064 -
zz_sceloGetstat 00000068 —
zz_scelolsesk 0000006C —
zz_sceloOpen 00000070 _
zz_sceloRead 00000074 _
zz_sceloRename
zz_sceloWrite 00000078 -
zz_sceKernelAllocPartitionM 0000007C -
zz_sceKernelChangeCurren| | 00000080 -
7z_sceKernelChangeThread 00000084 -
zz_sceKernelCheckCallback ™ 00000088 -

Memary |Breakpoinis | Threads I Stack frames I Modulesl
Q0000000 27 7?7 PP OP? PP VP VP O?? OP? OPT? PP PP PP VY YT PR
00000010 77 7?7 7?7 ?7 7?7 77 77 7?7 7?7 PP PP ¢ PP ?T ?? 7P
Q0000020 77 77 ¥ FF VY VY7 V¢ T? VT VT VY YV VY VY V¢ TV
00000030 7?7 77 ?? O?? O?Y VT PP O?? VT VT PP PV PV VT VYOV
Q00000040 77 77 FF FF FY V¥ VY TV FT VY VY YV VY VY YV T
Q0000050 77 7?7 P?T OPT PP PP YT P VT VY PP PV PP VY VY OO
00000060 77 77 ?¥ PV VY VY YV VV VT VY VY YV VY VY YV IV
Q0000070 77 7?7 PP PP PP VP VP O?? OP? OPT? PP PP PP VY YT PR
00000080 77 77 7?7 ?7 7?7 77 77 7?7 ?T PP PP VP PP ?T ?? 7P
Q00000090 77 77 ¥ FF VY V7 VY T? VT VT VP VPV VY VYT V¢ TV

zz_scelmposeSetlanguageMode

Now, find the 3 functions that deal with system messages: scelmposeSetLanguageMode(),

sceUtilityMsgDialoglInitStart(), and sceUtilitySavedatalnitStart().
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Set a breakpoint in the call you want to change, to find the code that makes use of it, see image:

I EEEEE—— o s Bl Bl ||| e |
R4 - =
Cir:  356413163¢ [Step Into ][Step Ovsr“ Step Out ] [ MNext HLE ][ Breakpoint ] Thread: user_main
Go to
o 0O88F96E8 syscall sceImposeSetlLanguageMode
zz_sceAtraclLowle+:jr ra
0O88F96F0 syscall sceAtracLowlevelDecode
:] zz_sceAtracReinit:jr ra
O88F96F8 syscall sceAtracReinit
27 _=sceAtracLowle+: jr ra
@ fiince MEEY 088F9700 syscall sceAtraclLowlevelInitDecoder
zz_sceMetAdhocPtpConnec » 2Z_sceAtracReleat+:Jjr ra
zz_sceNetadhocPtplisten 0O88F9708 5_.y51:a'|'| sceAtracReleaseAtracID
zz_sceMetAdhocPtpOpen z_sceAtracGetAt+:jr ra
zz_sceMNetAdhocSetSocketa 088F9710 syscall sceAtracGetAtracID
77_sceMetAdhocTerm 2 scePowerRegis+:jr ra
zz_sceNetFreeThreadinfo 088F9718 syscall scePowerRegisterCallback
zz_sceMNetGet ocalEtherAde zz_sceUtilitylLoa+t:ir ra
2z_sceNetInit 088F9720 syscall sceUtilitylLoadModule
ZZ—SCEEEItTE;m isterCallb zz_sceltilityMsg+:jr ra
:?:E:R?::Gitcigrlrsen;ﬂl 2 088F9728 syscall sceUtilityMsgDialogInitStart
zzZsceRb:Setﬂck zz_sceltilitySav+®jr ra
zz_sceRtcTickAddHours e -
zz_sceRtcTickAddMinutes zz_sceUtilityMsg+:jr ra o _ Copy Address
zz_sceR trTickAddSeconds 088F9738 S_.ysca'l 1 sceUtilityMsgDialogShutdownStart Copy Instruction (Hex)
zz_sceUmdActivate zz_sceUtilitySav+:jr ra . ) )
zz_scelUmdGetDriveStat 08BF9740 syscall sceUtilitySavedataGetStatus Copy Instruction (Disasm)
zz_scelUmdWaitDriveStatCB zz_sceltilityMsg+: jr ra Disassemble o File
zz_sceUtlityLoadModule 088F9748 syscall sceUtilityMsgDialogUpdate
z_sceltlityMsgDialogGetst zz_sceUtilitySav+:ir ra 2 S
zz_sceﬂgllg:sgglaloglsﬂﬁz 088F9750 syscall sceUtilitySavedatashutdownStart ssemble Upcode
zz_sceltlityMsgDialogshus zz_sceUtilityMsg+:jr ra
R—SEESE:!WE'SQD‘T'E?E 08BF9758 sSyscall sceUtilityMsgDialogGetStatus Run to Cursor
Z2_sce_Tity-aveda zz_sceltilitySav+: jr ra
77_scelltilitySavedatalnitSty JU Jump to Cursor
2z sceUtlitysavedatashutd 088F9760 syscall sceUtilitySavedatalUpdate -
= ) zz_sceltilityunl+: jr ra Toggle Breakpoint
zz_sceUtlitySavedataUpdal A
zz_sceltlityUnloadModule | 088FI768 _ S_.ysca'l'l sceltilityUnloadModule Follow Branch
zz_sceWWlanGetswitchstate — zz_sceUmdWaitDri+:Jjr ra . .
- 088F9770 syscall sceUmdWaitDriveStatCB .
Vs
Go to in Memory View
Memory |Breakp0\nts | Threads I Stack frames I Modules|
Q0000000 22 77 7?7 77 ?? OP? P 7T 7?7 O??OPT OV O?TP PR OV VY Rename Function...
00000010 7?7 77 77 ?F ?F P? PP ¥? 7?7 ?T ?? PP PP TP F? 7
00000020 77 7?7 7?7 7P PP OP? VY 7T P O??OPT PP PP PV YR VY Remove Function
00000030 77 77 77 77 77 77 P ?7 77 ?7? PP ?? VP ?F ?? 7 .
00000040 77 ?? ?7 ?? ?? P? ?7 P? 2?7 PP ?? PP ?? PP ?? 27 Add Function Here
Q0000050 77 7?7 7?7 7?? PP PV VY VY PV OP? OPT VY PP PV VR VY
00000060 77 7?7 VT TY YF F? VY YF V¢ T? VT PV VY YV VYV VY
Q0000070 27 7?7 7?7 7?7 ?? P? PP 7T 7?7 ??OPT PR PR O?T OV 7?7
00000080 77 7?7 77 7Y ¥F F? VY V¥ VY TV VPV VY VY YV VYV IV
Q0000090 77 7?7 7T 7T P?? OPT VY VY VY PR OVT PP PP PV VR VY

Minimize the debugger window or move it aside and open a system menu in the emulator (For
example, with sceUtilitySavedatalnitStart(), click “continue” at the in-game main screen).

The emulator will freeze in this step. Don’t worry, it just means the breakpoint has
been reached. This is the address to copy for the define part in armips.

Now, we need to see what were the parameters passed to the subroutine (which is the actual code
we need to patch). The stack frames are in charge of that task in the code.
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To do that, go to the stack frames tab at the bottom of the window where you put the breakpoint,

see image:

R4 T I Tm————-—

=

Cir:  356413163¢

Regs ” Funcs

bRl ]| =
- 88F9700

[Shep Into ][Shep Over ][ Step Out ] [ Next HLE ][ Breakpoint ] Thread: user_main

0O88F9G6ES syscall sceImposeSetLanguageMode
zz_sceAtraclLowlLe+: jr ra
88F96F0 syscall sceAtraclLowlLevelDecode
eAtracReinit:jr ra
BBFO6FE sy=call =sceAtracReinit
eAtraclowle+:jr ra
syscall sceAtracLowLevelInitDecoder

zz_sceMetAdhocPtpConnec
zz_sceMetAdhocPiplisten
zz_sceMetAdhocPtpOpen
zz_sceMetAdhocSetSockets
zz_sceMetadhocTerm
zz_sceMetFreeThreadinfo
zz_sceMetGet ocalEther Ade
zz_sceMNetInit
zz_sceMetTerm
zz_scePowerRegisterCallbar
7z_sceRteGetCurrentTick
7z_sceRtcSetTick
2z_sceRtcTickAddHaours
zz_sceRteTickAddMinutes
zz_sceRtcTickAddSeconds
77_scelmdActivate
7z_scelmdGetDriveStat
zz_scemdWaitDriveStatCs
zz_sceltiityLoadModule
zz_sceltilityMsgDialogGetsi
zz_scelltilityMsgDialogInitst
zz_sceltilityMsgDialogShute
zz_sceltilityMsgDialogUpda
zz_scelUtilitySavedataGetSt
zz_sceltiitySavedataShutd
zz_scelltiitySavedatalpdal
zz_sceltilityUnloadModule I
zz_sceWlanGetSwitchState

eAtracReleat:Jjr ra

BBF9708 syscall sceAtracReleaseAtracID
eAtracGetAt+:jr ra

B8BF9710 syscall sceAtracGetAtracID
ePowerRegis+:Jjr ra

88F9718 syscall scePowerRegisterCallback
1 jr ra

syscall sceUtilitylLoadVvodule

jr ra
syscall sceUtilityMsgDialogInitStart
eUtilitySav+®jr ra

-

UtilitwMsg+: jr ra
BF9738 syscall sceUtilityMsgDialogshutdownStart

UtilitwSav+: jr ra
BEBF9740 syscall sceUtilitySavedataGetStatus
jr ra
syscall sceUtilityMsgDialogUpdate
1jr ra
syscall sceUtilitySavedataShutdownStart
eUtilityMsg+: jr ra
8BF9758 syscall sceUtilityMsgDialogGetStatus
ceUtilitySav+: jr ra
088F9760 syscall sceUtilitySavedataUpdate
z celtilityUnl+:jr ra
| OBBF9768 sy=call sceUtilityUnloadModule
K zzB:ceUmdWaitDri+: jr ra
57 088F9770 syscall sceUmdwWaitDriveStatCB

| Memary I Breakpoints | Threads | Stack frames |Modules|

Entry Mame PC Opcode SP Frame Size
088F972C zz_sceUtiitySavedatalnitStart 088F972C irra 03FFF620 00000000
0330FAB0 z_un_0830fas0 0B80FACH Iw 50,0x0(sp) 09FFF620 00000010
0880EF1C z_un_0880ef1c 0330F054 b 0x0880F024 09FFF630 00000020
08304750 z_un_08304750 03304560 beq v0,zero,0x088049C0 09FFF650 00000030
T e mnmnaoas Anaamann b anrreran

1

I

m
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In the stack frames, you’ll see now the sce call instruction and the following instructions, double
click in the second row. It will show us the code where the actual sceUtilitySavedatalnitStart() is.

Re T, W W @
CEI N 356413163¢ [Sbep Into ”Step Over ][ Step Out ] [ Mext HLE ] [ Breakpoint ] Thread: user_main
° OBBOFAS0 13 20,0 h
08B0FAB4 move al,s1
OB80FASC jal memset_jak
0BB0OFAS0D 13 a2,0x600
08B0FAS4 move al,s1
@ s OBBOFADE jal Ox0880DCDS
zz_sceNetadhocPtpConnec 0880FASC L al,0x600
zz_sceNetadhocPiplisten O880FAAD Tui al,0x890
zz_sceNetAdhocPtpOpen 08B0OFAA4 s11 a0,s0,0x2
zz_sceNetAdhocSetSocketa OBB0FAAS addiu al,al, -0Ox4C60
zz_sceNetAdhocTerm O880FAAC a0,a0,al
zz_sceNetFreeThreadinfo 0880FABD a0 ,0x0(a0)
Zf_stemeﬁe_tﬂﬂtalEﬂﬂemdt OBB0FAB4 z_un_0880Ffbbc
2z_sceNetni OBB0OFABS al,sl
2z_scelletTerm 0B80FABC zz_sceUtilitySavedataInitStart
zz_scePowerRegisterCallba
0BB0OFACO al,sl
zz_sceRtcGetCurrentTick —
. 0BBOFACH s0,0x0(sp) Il
zz_sceRteTickAddHours 0BBOFACE s1,0x4(sp)
77_sceRtcTickAddMinutes 08BOFACC ra,0x8(sp)
zz_sceRtcTickAddSeconds 0880FADO ra
zz_scelmdActivate O8E80FAD4 sp,sp,0x10
zz_sceUmdGetDriveStat z_un_0880Tad8:
zz_sceUmdWaitDriveStatCB 08B0FADC s0,0x0(sp)
zz_sceltilityLoadModule O880FAEQ s1,0x4(sp)
zz_sceltilityMsgDialogGetsi 0880FAC4 s2,0x8(sp)
| zz_scel_lh_l!tyMsgD!aIngInnSt OSSOFAES ra,0xC(sp)
z_sceltiityMsgDialogShute 0BBOFAEC z_un_0880e7fc
zz_scelltilityMsaDialogUpda O0SBOFAFO
zz_scelltiitySavedataGetst OBEOFAF4 move s1 w0
zz_sceUtilitySavedatalnitSt i
zz_sceltilitySavedataShutd TEtlRr Tw a0,0x30(s1)
2z_sceltiitySavedatapdai 08B0FAFC be(_] ?O ,zero,Ox0880FEL1B
7z7_sceltilityUnloadModule K 08B0OFEOO 1 L =0,0x891
zz_scellanGetSwitchState — 0880FED4 11 al,0ox1
& 0BB0OFBOS beq al,al,0x0880FB18 bl &
| Memory I Ereakpoints | Threads | Stack frames | Modules |
Entry MName PC Opcode sP Frame Size il
088F972C zz_sceUtilitySavedatalnitStart 083F372C jr ra 0SFFF&20 00000000
0380FAGD z_un_0880fas0 0380FAC4H Iw s0,0x0(sp) 0SFFF520 00000010 =
0380EF 1C z_un_0380eflc 0380F054 b 0x0830F024 03FFFE30 00000020
03804750 z_un_03804750 038049860 beq v0,zero,0x083043C0 03FFFB50 00000030 —
0383DAZC z_un_0883da2c 03830ADE li v0,0 03FFFGE0 00000010 i
nnennern nnnnnme Lt men Ancrrenn Annnnann
[03FFF620] = 00000004

« There you have the address to copy for the edit part in armips.
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Ghidra

This will explain how to use ghidra to find any of the previous addresses You might want to have
this near: https://ghidra-sre.org/CheatSheet. html

«  Now open ghidra, if it’s the first time you’ll get welcome with
Go to File > New Project (ctrl+n).
A TR WD TE
€2 BER| =148
Blals]|, 1 :
| Welcome to Ghid| (@) Ghidra: NO ACTIVE PROJECT ‘M S\t Reoverse '-mrrtﬁ%@'ﬁ—-"'m‘ware |

i # Introduction

@1 )} Getting Starf || FiC_Edit Project Tools Hclp |
! 5 m m Ye Y a |
| AR AREN S toae. Ths
@ b Tools [ Tool Chest D anatyze
- |, Ghidra Funcq ||-Active Project: NO ACTIVE PROJECT clude
& [ Support -1, NO ACTIVE PROTECT Hndrecs o
i # Undo/Redo ts and can be
. Glossary -in
i @ What's New @ Tip of the Day = \pnd Ghidra such
# Tips of the D)
[}, Appendix
\flems on complex
Did you Know... \llied Ghidra SRE
o hsights for NSA

In sortable tables you can sort on multiple columns by
clicking on a column and then Control-clicking additional
columns.

[] Show Tips on Startup?

rograms and
Table View @ version.

-Runining Tools: INACTIVE - [Ew bug fixes,
,I |ghts, and code.

i

Filter:

g, but has not

21


https://ghidra-sre.org/CheatSheet.html

Select shared or Non shared project. Then click next and choose your working directory (this
guide will use a folder called PSP_Ghidra). Don’t forget to give a name to your project, Digivice
for this guide. If you did it properly, you’ll see something like this:

Ghidra: Digiv

File Edit Project Tools Help

LR E R LIRS

~Tool Chest

L E XY

r Active Project: Digivice

b Digivice

Go to Usage in allegrex https://github.com/kotcrab/ghidra-allegrex/blob/master/README.md
and do as told (intructions will be copied here to make everything compact with images).

Drag the decrypted EBOOT in ELF/PRX/BIN format into Ghidra. It should get
automatically detected as PSP Executable (ELF) / Allegrex.

e tEm R wm o | we

rTool Chest
r Active Project: Digivic @ Import /i . /EBOOT.EBIN u E
Format: | PSP Executable (ELF) vl @
Language: ..l'-\JIegrex:LE:SZ: default:default E]
Destination Folder: 'Digivice:f :E]
Program Mame: .EBDDT. BIN
Options...
]Filter: ) | 18
Tree View | Table a i ’

~Running Tools

ok 3
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Now is your chance to set the file initial base address (this is the BIN address in execution time).
Do it clicking Options and changing the value at ImageBase. Set it to 08804000 to match the
usual base address where games are loaded (it could be different in others, you’ll see that looking
at the defines in PPSSPP debugger or after reading some calls in the code).

@ Cptions ﬁ

Apply Processor Defined Labels [ Anchor Processor Defined Labels
Link Existing Project Libraries Project Library Search Folder E]
Load Local Libraries From Disk [ Load System Libraries From Disk [ | Edit Paths
Recursive Library Load Depth |1 Library Destination Folder E]
Perform Symbol Relocations Image Base 08804000
Import Mon-Loaded Data  [] Lise reboot.bin Type B Relocation Mapping [
I Select Al ] [ Dezelect All ]
|
[ oK ] [ Cancel ]

Click Ok to import the file. Then you’ll see “Import Results Info” in a prompt, click OK.

After importing and opening the file you should do the auto analysis. Default options are fine.
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Besides, PPSSPP identifies many functions automatically, it’s useful to get those into Ghidra
after doing the initial analysis. Export the .sym file from PPSSPP (click on debugger >
export .sym).

& PPSSPP v114.1 - NPJH00126 : 7270 7 -f 2 Ver.Portable

Archive Emulacion [Depuracic’m] Ajustes de juego  Ayuda

Romper Fa8
Remper en carga

Ignorar lecturas/escrituras errdneas

Cargar archiveo "Map"...
Guardar archive "Map"...
Cargar archivo ".sym"...
Guardar archive ".sym"...

Reiniciar tabla de simbolos

Capturar pantalla F12
Volcar siguiente cuadro a registro

Maostrar estadisticas de depuracién

Desensamblador... Ctrl+D

- . e — o,

To use that sym File in Ghidra, go to the “Display Script Manager” button and double-click on it.

48 CodeBrowser: DigiviceyEBOQT. fos
Flle Edlt Analy5|s Graph Na\rlgatlon Search Select Tools Window Help

B e-= BRERB | Enua.ﬁvs-w_——m©;‘ﬂ«_;m

WTVEES lid & X | i EBOOT.EIN 1 h ]_ @ B | ﬂ iDl;pIay Script I‘\u"lanagerFe FUN_0883.. x
= ¢ EBOOT.BIN B undefined vo:1 <RETURN> |€‘ (B & ﬁ
..... SECTIONS3 |E| undefined4 Stack[-Oxc]:4 local c =1 ‘ =
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Now you can import your Sym File with the script PpssppImportSymFile with language allegrex
(use “0” for the base address if you defined the BIN baseAddress, otherwise, you’ll have to use
that here).

g] Script Manager [CodeB 1 Digivice:, T szl
Edit Help
0% =8/ %= 36 = /x|
In Tool B | Description | Key | Category ‘ Modified
=2 Analysis = MSLibBatchImportWorker java Companion script to MSLibBatchImportGener ... FunctionID 03/12/2023 -
B ARM =] MultiInstructionMemReference. java Figures out computed memary references at ... Analysis 03f12/2023
-0 A.ssembly (&} NameStringPointersPlus.java Takes string names and pointers to indicate ... Symbol 03/12/2023
E Binary ] OpenVersionTrackingSessionScript. java An example of how to open an existing Versi... Examples-=Ver... 03/12(2023
EI EI:;nup [l Override_ARM_Call_JumpsScript.java Given a selection that represents a function ... ARM 03122023
EI Codefnalysis = QverrideFunctionPrototypesOnAcceptedMat...  An example of how to use an existing Versio... Examples-»Ver... 03/12/2023
.5 conversion = PatternStats.java 03/12/2023
-5 CustomerSubmissic =] PE_script.java Given a raw binary PE image, this script will c... Binary 03f12/2023
Data (&} PEF_script.java Mac OS Preferred Executable Format (PEF) ... Binary 03f12/2023
- [[5) Data Types L = PointerPullerScript. java Pulls symbol name through pointer references, Mac OS5 X 03/12/2023
55 Debuager T [l PopulateDemaTrace.java 03/12/2023
b DWARF = PopulateMemviewLocal.java 03/12/2023
b ELF Relocations = PopulateTracelocal. java 03/122023
- [C5) Emulation = PopulateTraceRemote java 03/12/2023
H-[2) Examples (&} PortableExecutableRichPrintScript. java This script displays data about Microsoft dev... Windows 03/12/2023
[ FunctionID (=] PpssppExportSymFile. py Export function labels as a PPSSPP .sym file. Data 03/12/2023
- Functions PpsspplmportSymFile.py Imports function labels from PPSSPP .sym file. Data 03/12/2023
-0 FunctonStartPatte = PrintFunctionCallTreesseript. java An example script that will print to the consal... 03/12/2023
-5 Images = [Status: No script toolbar icon has been set|  Prints out all the functions in the program th... 03/12/2023
E Import X = PrintStructureScript. java An example script that shows a few methods... Examples 0312/2023
B iIg:t'uchons M (=} ProgressExampleScript.java Shows how to repart progress to the GUI. Examples 03122023 —
) Tteration = PropagateConstantReferences.java This script propagates constants in a functio... Analysis 03122023 L
) Languages = PropagateExternalParametersScript.java This script propagates Windows external and... Analysis 03122023 0
B Mac 05 X = PropagateXs6ConstantReferences.java This script propagates constants in a functio... Analysis->X86 03/12/2023 | 4
]..B Memary = python_basics.py Examples of basic Python Examples-»Pyt... 03/12/2023
-3 Multiser = RecoverClassesFromRTTIScript.java PROTOTYPE Script to recover dass informati... C++ 03/12/2023
B PCode = RecursiveRecursiveMSLibImport.java 03/12/2023
]--B Processar (=] RecursiveStringFinder.py Given a function, find all strings used within ... Strings 03f12/2023
B Program = RefreshRegistersScript.java 03122023
B Project . = RegisterTouchesPerFunction.java This script analyzes how registers are modifi. .. Analysis 03122023
e |&k'*| D = ReloadsleighLanguage. java Reloads the language spedification assodate... sleigh 03/12/2023 =
| Filter: {2 |Filter: &)
-
PpssppImporitSymFile.py it

«  With all the previous steps in ghidra done, you can see the functions and code like you do
in PPSSPP. The moment for finding the addresses has come. Just click the syscall (sce...)
from the list in ghidra and it will take you to the address. For those who need the tip,
finding functions and code is similar to the PPSSPP subsection, but with a static (without
running the game) approach.
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Subsequent to ghidra / PPSSPP

In addition to the function address, you need the base address for the armips script.

The base address is obtained with the formula: original BIN baseAddress (0x8804000) - header
size. From a quick hex view of the EBOOT.BIN you can see where the header ends and the elf
(actual executable) starts. See image:

o Costamiez - (woor. i«
<% File Edit Search TBL View Tools Bookmark Window He\p

D5 A S = IEY o HEADER

Properties | palette LE 1|+ fladiress 101711 0210 |04|05‘08|U?|0 |09‘0A|UB|OC|0D‘0E|[JFh%Systamnoot%\systemz\mlmg.d.11,—4547 M3 Gothicl A
¥ default settings 00000000 7F (45 4C746107(011010000{00/00{00;00;00 0000 gLF

offset 0 000000710 ADFF 08:00:07:00 00:00:3C: 9B 03:00:34:00 00:008=
o Emo m 00000020 74!13111/00!071/30 /42170134100 2000031002800 §t.
itor's property Hex 0000003013900 38000700 00,00C0;00 00000000 00,0088,
Use TBL system code  MO0N00040:58 54 OF 00:EQ: 0D 11:00:E0:0D 11:00:07:00 00:00 ¥KZ. .
code rev inactive 000000504000 00000100 00'00'C0O'DE!11/00'E0'0D 11 00 @ j
UUUUUUBU|UU|UU\UU|UU|98|UU\UU|UU|69|??\U5|UU|UB|UU\UU|UU

Systemn LiSystem default

Sort 1 byte
color Ch inactive
DATA-=F
Palette -= :
| | " ll " ” o7 “(.. .
00000000 : 07 a0 40 10 OU 0000 UO 5.& 01 00 UC 00 OU 0o UO ..@ ..... g :
000000ED 01100102134 100100 BEI8F 108100 EOI03110100 BDI27!, .. 4.0 -, - &
™ OUUUOUFU|25|1U\UU|UU|UU|UU\BF|8F|08|UU\E0|03|1U|UU\BD|2?|% ..... e = . oK
00000100 FO FF BD:27:00:00 BF AF:21 19 00:0C:25:28 00:00: - &".. Y9! - . %(..
a 3 OOUUOHU'U?'OU‘40'10'00'00‘00'00'54&'01‘UO'UC'UU'OU‘OO'UO!..@ ..... g :
@752 1100000120107 100 023400100 BF8F 0800 E0I0310{00/BD271... 4.0, - .. &
000001302510 00:00:00:00 BF :8F:08:00 E0:03:10:00 BD:27:&. ., .. o) R

00000740 FOFF BDI27 100100 BELAFIFDIGD 0010C!25128 00.00! - 2 .. Yy~ ..%(.
0000015U|0?|00\40|10|00|00\00|UO|5A|01\00|UC|UU|OU\UO|UO|..@ ..... g
00000760:01:00 02:34:00:00 BE:8F:08:00 E0:03:10:00 BD:27:, .. 4.9, -.
000001?0'25'10‘UO'UO'OU'OU‘BF'SF'US'OO‘EO'US'1U'OU‘BD'2?'% ..... e -
000007800 FF BD27 10000 B0 AF FE 100 9013000/20 0434 - &' ;

0000019004 100 BF AF:58:9D 00:0C:25:28 00:00:04:00 40:10:, .

00000780 100100 0000 0100 0234 0000 BO8F 04,00 BF 8F
000001C0 0800 E0:03:10:00 BD:27:25:10 00:00:00:00 BO:&F
0000070010400 BF18F 108100 EO03!10100 BD!27!FOFF BDI27! .
00000TEQ (0000 B0 | AF [FE 00 903010040 04340400 BFAF ..y
000001F0 588D (0 UC 25:28:00:00:04:00 40:10:00:00 00:00:

OOUUO2WU|01 |00\02|34|00|00\BO|8F|U4|OO\BF|8F|08|OU\EO|03|..
0000022007000 BD: 2702510 00000000 BD8F:04:00 BF8F:. .
000002300800 EO'03!10/00 BD!27 FO!FF BD! 270000 BO!AF!

000002401 FF 00 80,3000, 20 04,3404 00 BF AR 55 80 00,0C,
000002502528 000000400 401000000 00:00:02:00 00:12:%
OOOOOPEND 00 00 00 00 10 07T 00 0 00 00 00 00 01 00 02 34
http://ba.tgb.net.cn [systern resource utilization:3503152Kb] |lo1111111][00000000]

s

With it, you can use to get the arguments for the above formula, for this digivice, means:
Base Address = 0x8804000 - header = 0x8804000 - 0xCO

Base Address = 0x8803F40

With all the addresses, it’s time to do the script to patch the EBOOT.BIN You should always
work with the decrypted eboot.bin. If boot.bin and eboot.bin are both present, they are identical
(assuming you have a decrypted eboot). Although PSP custom firmwares can use boot.bin to
boot, in most retail games is just full of zeroes. The only exception is games where the boot.bin is
fully present and contains debug symbols, in those cases you delete eboot.bin and rename
boot.bin to eboot.bin to work with it.
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Let’s tart with defines & scelmposeSetLanguageMode (the easiest of them)

; psp elfs are almost always loaded to 8804000
;so when you write your armips file, you open the elf with that in mind

-psp
.open "EBOOT.BIN", 0x08803F40 ; as such it excludes header

; Uncommonly, this elf basically treats everything inside the header as start
relative not ram absolute

; hence we need to substract the base to each function define address to use
the right one.

scelmposeSetLanguageMode equ 0x088F96E4 - 0x08804000
sceUtilityMsgDialogInitStart equ 0x088F9724 - 0x08804000
sceUtilitySavedataInitStart equ 0x088F972C - 0x08804000

; o————— patch Impose language
.org 0x0883DA60

addiu a0, zero, 0x03 ; set your language id (0x03 for spanish)

jal scelImposeSetLanguageMode

addiu al, zero, 0x00 ; set button to confirm/cancel (O to confirm = 0x0 ,
O to cancel = 0x1)

.close

« Do the same for sceUtilityMsgDialogInitStart, and sceUtilitySavedatalnitStart.

Once you’ve done all the changes to the code run your armips script.

Last Steps

This section is just for completionist sake. - As you might guessed, you need to rebuild your ISO
file to play. Use UMDGen to overwrite the old files with the new, edited, ones. Enjoy your
modified game!
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Making the patch

To share your modification with the world without sharing the full ISO, you better create a patch.
This section is to teach you how to do so.

For this explanation, all the needed files are in the same folder to make it quick and easy to
show, it also avoid any mistakes at chosing the wrong file. However you can have them anywhere
you want.

There are many patch creator tools out there, this guide uses xdeltaUl. Now gather the following
files:

Digidemo.iso: Your modified ISO game.

Digivice Ver Portable JPN PSN PSP-PLAYASiA.iso: The original ISO game.
xdelta.exe: The patcher.

xdeltaUIl.exe: A tool to use the patcher with a GUI to make it more user
friendly.

Open(double-click on) xdeltaUl.exe and go to the Create Patch section.

Fill the blankets by writing the file’s route or clicking the buttons at their right. You’ll have
something like this:

m Digidemo.iso 25/01/2023 1:00 150 File 12.588 KB
m Digivice_Ver_Portable_JPM_PSM_PSP-PLA... 10/05/2020 16:47 150 File 118.368 KB
[ xdelta.exe 25/01/2023 23:11 Aplicacidn 610 KB
0 xdeltalllexe 25/01/2023 23:11 Aplicacidn 19 KB

[ 6 xdelta Ul = e

xdelta User Interface

Apply Patch | Create Patch

Criginal File:
Digivice_Wer_Portable_JPN_PS
Modified File:

Digidemo.ise

Patch Destination:

Thiz folder

It

Click on the “patch” button and wait a few seconds. A window will appear to tell you everything
went well... You have successfully created your patch!
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Making a cheatcode

As a bonus for this project, I wanted to create a Quality of Life improvement for this game.
«  This will cheat at the steps parameter of this game.
Game ID, just google for it, in this guide case is:

Digivice Ver. Portable (Japan) PSP ISO. ID: NPJH-00126

« The idea is to study how RAM values are passed and changed during executions.

First you need to go to the screen where those values appear (they don’t need to be displayed, as
long as the game is using them, but knowing the actual value will help to find them).

Once you have the values located in-game, you want their RAM location, hence the next step is
making a RAM Dump.

In PPSSPP, go to Debug > Dissassembly. See image below:

i PPSSPP v1.14.4 - NPJHO0126 : 7= 7 -1 X Ver.Portable

Archive  Emulacién [Depuracién] Ajustes de juege  Ayuda

Romper F&
Remper en carga

Ignorar lecturas/escrituras errdneas

Cargar archive "Map"...
Guardar archivo "Map"...
Cargar archive ".sym"...
Guardar archivo ".sym"...

Reiniciar tabla de simbolos

Capturar pantalla F12
Volear siguiente cuadre a registro

Maostrar estadisticas de depuracidn

Desensamblador... Ctrl+Dr

Depuradeor GE... Ctrl+ G
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52 DEADBEEF MU oL -
53 DEADBEEF 000(¢ .
55 DEADEBEEF 000C
=6 DEADBEEF 0001 Copy address
57 DEADBEEF 000(¢
t8 DEADBEEF Go to Bxtent Begin
tg DEADEEEF 000¢
0 O9FBCEOD Q00 Go to Extent End
k1l DEADBEEF 000C
sp O9FBCATD Qoo
—— coTmmsTT Copy Value (16 bit)
Memory | Breakpoints I Threads | Stack frames . o
00000000 77 27 77 77 77 7?7 77 Copy Value (32 bit) 77 ...
00000010 7?7 7?7 77 7?7 7T T M
00000020 7?7 7?7 77 7?7 7?7 7?7 _

Q00000030 ?? Y VY VY YT VY VY VY YV YV VY VY VY YV YV w7
Q0Q000040 #7 Y Y O¥YE YT YV VY VY YV YV PV VY VY YV ¥V VY
Q00000050 »?? ¢ Y VY YT YV YV VY YV YV YV VY YV YV PP VY
00000080 PP Y VY VY YT VY VY VY VY YV YV VY VY YV PV V7
00000070 ?? PV VY VY YT VY VY VY VY VYV YV VY VY VYV VY 97
Q00000080 ¥? ¥Y VY OYY YV YV VY VY YV YV PV VY VY YV VYV VY

And right-click in the “Memory” pannel down below, then click on Dump.

There are a few ways to look at the dump, you can even do it by hex editor. However, to make
your work easier, you’re going to use a tool created for that purpose. Download and install/open
ArtMoney from the following link https://www.artmoney.ru/e_download se.htm you can study
how the parameters for steps change. Another popular tool to make this is
https.//www.cheatengine.org/.
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Open ArtMoney (or your selected tool), and load your RAM.dump.

Table Result Edit File(s) Search Help

Sowwsen T ek

CRea ] L] |

Bovow | [ 2 ] [ Gmon ]

Select File A .M. dump b

E3

Total size - 25165824

E-Lnad]’QSave][@mﬁa]

(bl encrmark| [ Dydexr | |
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It’s time to look for that number in the tool (ArtMoney or Cheatengine). Don’t worry when you
encounter many candidates for the digits you typed, your next step will be reduce it. Use the
‘Search’ button, and write the digits you want to find.

|'1

53 ArtMoney SE vB.14 l=|=] =

Table Result Edit File(s) Search Help

[_ - search ] [ - Filter ] [ ] options ] [ ? Help ] [ ) About ]

Select File

rﬁasﬁmh{mepn | — [ 'E]

Search | Ewact value v
Type | Integer [standard) -
Address range AL -
Multplicity of address [ALL -
[ ok | [ Kcancdl | [ g Dot | [¥]

1= /12]] Benchmark ’ (% Clear I [ = Load ] [ E Save ] [ i) Info ]
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To decrease the matches you want to keep the tool (ArtMoney or Cheatengine) open, play to
change the in-game value and then dump the RAM again. This way you’re going to track down
the values in the RAM, using the filter button.

[ 39 ArtMoney SE v&.14 =[=] =/ J]
Table Result Edit File(s) Search Help
[ A Search ] [ ,1} Filter ] [ $ Options ] [ ? Help ] [ About ]
Select File C:¥sers¥-RDesktop¥ppsspp_win¥RAM,dump - E]

| Address Type l

noo283ce Integ

00036824 Integ
000365884 Integ
000353984 Integ
00959724 Integ
D15ACEF9A Integ

Type [Integer [standard]

[ W O ] [ X Cancel I ’ i Default ]

Found 7 addreszes Intable 1 address

[1-1 1l Benchmark [ [y Clear ] ’ = Load ] ’ K save ] ’ (%) Info I
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After you have done the previous steps a few times and only one candidate, it’s time to double-
check your results. When you double click over the address obtained in the left pannel (red arrow
in the image below), A new information will show in the right pannel (blue arrow in the image
below). This left pannel shows (theoretically) the value digits in the RAM (and the dump file).

24 ArtMoney SE v8.14 =NHCI[ X
Table Result Edit File(s) Search Help
[ ).;, Search ] | 1‘-: Filter | [ $ Options ] l ? Help ] [ About ]
Select File C:¥Users¥FCNY¥Desktop¥ppsspp_win¥RAM. dump - E]
Address Type F Description Address Value Type

Integer 4 byt

Valu= 1 gooQc4gs 9877 Integer &

v ¥

Found 1 address Intablel address

(51 |1l Benchmark [ [ Clear ] [ (= Load ] [ H save ] l (T) Info ]

The next step is double-check that with your game. Copy your address from the left pannel (the
red arrow above). Open your emulator’s memory viewer, and go to that address to change its
digits. If everything went well, you’re going to see your parameters change in game. The
addresses on this game steps are: 0959724 for remainings steps, and 0959728 for walked steps.

Tip: for some reason PPSSPP not always shows RAM values because you have to set something
properly in it. Don’t worry, you won’t get a sanity-check but, you can keep going with the
process and the results won’t change.
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How to use it: As a way to test it, a cheat code for PPSSPP was created following the guide from:
https://www.almarsguides.com/retro/walkthroughs/PSP/HowToUsePSPCodes/

Here’s the text you need to put in your ~.db file:

S NPJH-00126

G Digivice Ver. Portable (Japan) PSP ISO
~CO Edit Remaining Steps

L 0x000000959724 0x000000F0

_CO Edit Walked Steps

L 0x000000959728 0x00000000

To test this in hardware use the cwcheat plugin. https://www.cfwaifu.com/cwcheat-adrenaline/

«  WARNING: This cheat was made quickly, and due to the nature of the routines for steps
in this digivice game, the result of the cheat is buggy. However it works as a Proof Of
Concept to learn and make more, in fact you can use it for its original purpose with little
effort.

+  Code was tested and working both in PPSSPP and PS Vita’s adrenaline, which means
also works on PSP.
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List of References and Documentation (in no particular order)

https://haroohie.club/blog/2022-11-02-chokuretsu-archives/ (a RE guide for nds, helps
with a few concepts).

https://datacrystal.romhacking.net/wiki/Blaze Union:Tutorials (mini tuto about the
PPSSPP debugger).

https://gbatemp.net/threads/psp-debugging.452408/ (more about PPSSPP debugger).

https://gbatemp.net/threads/psp-asm-hacking-for-variable-width-font.374967/page-3
https://forum.xentax.com/viewtopic.php?t=6313 (about GIM format, for PSP images).

http://personal.denison.edu/~bressoud/cs281-s10/ (MIPS, PSP uses those with some
custom instructions/encodings).

https://github.com/uofw/upspd (PSP unofficial documentation repo).

https://www.psdevwiki.com/ps3/Graphic_Image Map_ (GIM) (wiki entry about GIM
files).

https://www.psdevwiki.com/ps3/GimConv (wiki entry about GIMconv).

https://www.vg-resource.com/thread-28180.html (tuto for making BMS scripts).
http://gitaroopals.shoutwiki.com/wiki/PSP:Patching_the executable (BOOT.BIN) (info

about BOOT.bin & EBOOT.bin).

https://wiki.vg-resource.com/GMO (info about GMO files, 3d models).

https://winmerge.org/downloads/ (helps comparing files, to get proper gim format in
reinsertion).

https://www.romhacking.net/documents/765/ (font table).

http://psp.jim.sh/pspsdk-doc/psputility _sysparam 8h.html
(scelmposeSetLanguageMode).

http://psp.jim.sh/pspsdk-doc/psputility _msgdialog_8h.html
(sceUtilityMsgDialoglInitStart).

http://psp.jim.sh/pspsdk-doc/psputility _savedata 8h.html (sceUtilitySavedatalnitStart).

https://github.com/NationalSecurityAgency/ghidra (To find sceUtilityMsgDialogInitStart,
and more).

https://github.com/kotcrab/ghidra-allegrex/blob/master/README.md (PSP’s CPU
module for ghidra).

https://wololo.net/talk/viewtopic.php?f=28&t=42910&p=389277 (plugin to avoid dealing
with syscalls, sce functions).
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https://forum.xentax.com/viewtopic.php?t=6313
https://gbatemp.net/threads/psp-asm-hacking-for-variable-width-font.374967/page-3
https://gbatemp.net/threads/psp-debugging.452408/
https://datacrystal.romhacking.net/wiki/Blaze_Union:Tutorials
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https://github.com/kokibits/LangSwapper (source code for the plugin to avoid dealing
with syscalls, sce functions).
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